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7. Problem

Insection 2.2.3.3.3 and 2.2.8.1.6.7 the SL S refers to restricting command issuance to authorized users. The user
community has a requirement to restrict issuance on an FD by FD basis by application set and to be able to reassign the
authorized application set (like today’s RSYS). The user community does not want to restrict command issuanc
individual user (person). We require command capability by non-standboarded engineers for the purpose of suf
OJT.

e by
ervised

8. Recommendation

Change “issuance of commands...” to “issuance of commands on an FD-by-FD basis to the
authorized application test set/console.” in 2.2.3.3.3. Change “user” to application test set” in
2.2.8.1.6.7.

9. Impact if recommendation not implemented

RSY S control by console is mandatory. Failure to implement this would create hazards. For example, during terminal
count, GL S might take control of certain hardware from other application sets which would normally control it.
I nadvertent commands by the other application set could have severe consequences.
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The problem statement in this RID requests a change that is believed by the CLCS design team to be invalid for the
following reasons:

1. The concept of operations for command authorization and authentication has not matured to the point that definitive
reguirements can be established using RSY S and application test set/console.

2. The CLCS design team believes the words in the two requirements (attached below) do not restrict the design to one
persons view of it at thistime and merely establish the requirement for checking that the command comes from a
user (or user console) that is currently authorized to issueit.

3. Thereisno planto require certification for individuals (e.g., Standboarding) or log-ins on an individual basis.

4. Thefinal design for command authorization/authentication will be captured in product specifications based on the
Operations Concept described in the Operations Concept document 84K 00220-000. These specifications will be
reviewed and approved by the CLCS Design Panel

The RID Management Team agrees with this assessment. The RID is therefore rejected. Thank you for reviewing the
SL S and submitting your RID. Even though we rejected this RID, your input is valuable and we appreciate it.

Paragraph 2.2.3.3.3 Measurement & Command Processing
Subsection Command Processing

2.2.3.3.3 The CLCS shall provide the capability to restrict issuance of commands to only authorized users and
applications.

Paragraph 2.2.8.1.6 Local Control Environment

Subsection Access Control
2.2..8.1.6.7 The RTPS shall provide the capability for usersin local environmentsto command/control any RTPS
functions authorized for that user.

In addition to the 2 requirements above their is athird requirement in the safety and security section that states nearly the
same as the previous two.

Paragraph 2.2.13.2 Safety and Security
Subsection Security Requirements

2.2.13.2.2 The CLCS shall provide a mechanism to prevent inadvertent issuance of commands from a console position or
alocal control device by an unauthorized system user.



